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TECHNOLOGY IS A GAME CHANGER

Alan Greenspan once said that regulators
cannot “lean against the wind of change”.

In the case of the blockchain
economy, IT is that wind of change.

In contrast to what Paul Krugman
said: “IT cannot change institutions”.

That is a questionable statement, as
IT is changing institutions all the time.

Beck, R. (2010). Can IT lean against the wind?. Communications of the ACM, 53(5), 38-40
IT U N IVERSITY O F CO PE N HAG EN Beck, R. (2018). Beyond bitcoin: The rise of blockchain world. Computer, 51(2), 54-58..




KNOWLEDGE IS NEEDED BEFORE
STANDARDIZING OR REGULATING

Universal wallets

What are they exactly and why is it
Important to understand what is managed
through wallets
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1 Tntroduction

The adoption of blockchan based cryplocarmencies s
paved the way for hlockchain projects in other applications.
In gencral, cryplocurrencics and cryplo tokens s acecsed
through cryplo wallels contaiming the necessry keys o
transfer digital assets securcly. The increased density of
autoemation—from smar clothing, homes, and appliances,
o smant cars, smant roads, and smart citics—has height-
encd the nead Tor elfective, resihenl, and soouns accoess o
and communication with these dewices. In this conext,
unmiversal oryplo wallets play a key mole in authorizing
iransactions and governing activitics.

Diigital wallets existed long before the invention of
blockchain. Crypio wallets are a new type of digital wallet
that prowide a secure cnvitonment for accessing and con-
dhscting (minsactions on blockehains, The next evelation of
cryplo wallcls, wniversal crypre walleis—what we call
wniversal walleis—can be consadered the browsers wsed 1o
navigatc on blockchain (Matthews 2019; Bitigen ot al.
21, pp. 85 89), even though they are mol pel a% user
fricndly as modern Imternet browsers. Universal wallets
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have recently gained prominence in a range of seciors,
Facehook has anmounced s cryplocurrency Dicm (Libra
Association 2020), previowsly known ax Libra {Kasine
nakes 20207 Rrusicoi and Techschmid 2020) and accom-
panying wallel, Movi; this system essentially wems a
Facebook account inte o wallet that manages not just
sdentity credentials but also other types of wkens. Several
hanks are investigating the use of wallets for cross-border
transactions (Auvcr and Bochme 2020), while central hanks
are cxploning wallets for hamdling central bank  digital
currency (Engert and Fung 2017). The European Union is
developing cross border services for citizens hased on the
Euwropean Blockchain Services Infrastructure (EBSI); these
services will requine the e of universal walleis o acoess
resources and manage digital credentials. Finally, the rise
of mon-fungibde wkens (NFTs) (Mading et al. 2021) repre
senting art and other asscis has only been made possible via
the use of universal wallets (Wang ot al. 2021).

The widespread view that identity is becoming the new
currcncy (Maorer 2020) illustrates the imponance of wal-
Rets that cn securely manage digital slentit clenliliers,
and credeniials. As personal identifiers arc increasingly
wsedl for trade: and to provice: digital and physical access i
services of buoildings, protccting  digital identitics is
becoming  even  more  dmportanl.  Frequently  reported
security breaches demonstrale the current vulnerability of
customers’ data and the need Tor increased securily. Diala
cenlers of large companics have seen couniless breaches
that have cnabled identity thefi and fraund (Toth and
Anderson-Priddy 2019). Hence the focus in this paper is on
universal wallets in blockehain systems, which can achicve
the desimesd levels of secarity and stability, A perspective on
the bencfits of blockchains for sclf-sovercign ideniity can
be found in van Bokkem e al. (2009),
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TOKENIZATION IS HAPPENING — AND ITS NOT A NEW THING
ANYMORE

European Blockchain Partner

FOURTH MEETING

18™ OCTOBER 2018
Brussels, Belgium
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European interests on
blockchain use cases

Potential need for standing documents that take European
legislation such as GDPR into consideration.

Illustrative use cases which comprise values important to
the EU, such as giving IP owners control over their data.

Identity management use cases across border to manage
refugees as well as to prevent social welfare fraud.

Ultimately, there may be the need for a Eurochain to
support European business and a Crypto-Euro.



EUROPEAN BLOCKCHAIN CENTER
REGULATORY AND STANDARD ADVISORY

« United Nations Economic Commission for Europe Blockchain Expert
and Lead of the Blockchain Governance Interoperability Working Group

 European Blockchain Partnership — Convenor of Blockchain Ethics
Expert Group

 Erhvervsministeriet Representative of Denmark at the European
Blockchain Partnership Technical Steering Group

* 1SO - International Organization for Standardization Convenor of ISO
TC 307/WG 5 Governance

« Dansk Standard Head of Danish Working Group at TC 307 "Blockchain
and Distributed Ledger Technologies" at ISO
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WHAT MAKES CRYPTOGRAPHIC TOKENS SPECIAL

« Cryptographic tokens represent programmable assets or access rights
managed by smart contracts and distributed ledgers.

« They are accessible only by the person who controls the private key for
that address and can only be signed using this private key.

« Tokens might affect the financial world in the same way as emalil affected
the postal system.

Voshmgir, S. (2019). Token economy: How blockchains and smart contracts revolutionize the economy.
IT UNIVERSITY OF COPENHAGEN BlockchainHub.




1ISO - BLOCKCHAIN GOVERNANCE STANDARD

ISO TS 23635 Blockchain and distributed ledger
technologies — Guidelines for governance

-2 (Why), Who, How, What?

Who: Created for participants, users, developers,
regulators, auditors etc.

Who: Created by valued expert/members of ISO TC
307/WG 5 Governance

How: ISO development/process rules, consensus,
ballots

What: Content and structure described = next slide

IT U N IVE RS ITY O F CO P E N HAG E N https://www.iso.org/standard/76480.html




1ISO - BLOCKCHAIN GOVERNANCE STANDARD

Nine action-oriented principles to follow:

1: Define identifiers of entities involved
2. Enable decentralized decision-making
3: Ensure explicit accountability

4: Support transparency and openness

5: Align incentive mechanisms with
system objectives

6: Provide performance and scalability

7: Make risk-based decisions and address
compliance obligations

8: Ensure security and privacy
9: Consider interoperability requirements

-

« Framework

* Type: Permissioned/
permissionless

Lifecycle and Context
Roles

Instruments (on/
off-ledger)

Risk/privacy
Interoperability

IT U N IVE RS ITY O F CO P E N HAG E N https://www.iso.org/standard/76480.html




EUROPEAN BLOCKCHAIN PARTNERSHIP -
GUIDELINES FOR BLOCKCHAIN ETHICS

In 2021 European Blockchain Center initiated the EBP Expert Group on
Blockchain Ethics (EGBE).

The EGBE is supported by the European Blockchain Partnership (EBP).

The EGBE has 12 expert members who create
the first ethical guidelines for blockchain
systems supported by the European Commission
In the world.

These guidelines will influence how blockchain

_ _ European
systems are being developed, implemented, and Commission

used, not only in Europe but also internationally.
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BLOCKCHAIN READINESS REPORT FOR
DENMARK 2019

* Data collection among 3,030 companies in
Denmark from ESR (Erhvervsregisteret)

European Blockchain Center
* Response rate 44% or 1,369 absolute @ P

responses
* Largest, most comprehensive macro- ?/Z Fraunhofer
economic study conducted so far world- )
wide. N7/
DANMARKS
STATISTIK
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BLOCKCHAIN KNOWLEDGE BY INDUSTRY IN
2019 (N=1,114 COMPANIES)

Trade EYJEEVIZ

Information and Communication

Transportation EZ3EI0FS

Knowledge-based Services Az 24% 30% 38%

Manufacturing ELZRSA

Financial and Insurance 13% 31% 33% 24%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

M largeextent M Some extent M Lesser extent ™ Not atall
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EMERGING BLOCKCHAIN CLUSTERS IN

DENMARK IN 2019 Nur;lberofcompanies
« Companies actively E
working with blockchain >1

(62 companies)

« Companies actively
Investigating blockchain
technology and its
potentials (294
companies)

« Companies expecting to
start a blockchain project
(28 com p an | eS) Created with Datawrapper 294 Companies
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MAKROECONOMIC REPORT ON
BLOCKCHAIN IMPACT IN DENMARK
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BLOCKCHAIN
IAO

__...--"
~ Fraunhofer LEURO"EAN
CENTER

»STUDY ON THE ECONOMIC IMPACT OF BLOCKCHAIN
ON THE DANISH INDUSTRY AND LABOR MARKET«

INDUSTRIENS
FOND

The Danish Industry Foundation
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@ European Blockchain Center

For further information please contact me!

Prof. Dr. Roman Beck
Head of European Blockchain Center

IT University of Copenhagen

Rued Langgaards Vej 7

DK-2300 Copenhagen S, Denmark
beck@itu.dk | www.romanbeck.com

phone +45 7218 5323 | twitter @roman_beck
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